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1
Decision/action requested

It is requested to accept the evaluation for the solution #12.
2
References

3
Rationale

There are two editor’s notes left in solution #12 which are all related with the evaluation of solution #12. This paper gives the evaluation for solution#12.
4
Detailed proposal

*************** Start of Change ****************
6.12
Solution #12: Enhancement of Setting Up Connection between eRemote UE and eRelay UE
6.12.1
Introduction
This solution is to address key issue #7. 

In the solution, the eRemote UE is firstly authenticated and authorized by the PKMF, if authentication and authorization succeed, the PKMF assists to establish the one-to-one communication between the eRemote UE and the eRelay UE, else the PKMF terminates the procedure.
6.12.2
Solution details
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The call flow is identical to the description in TS 33.303[6] subclause 6.7.3.2.1.1 with the following enhancement:

3.
The eRemote UE calculates MIC using the PRUK for authentication of the eRemote UE. Fresh information shall be used for generating the MIC. The fresh information could be time information of the eRemote UE associated with the time slot of sending the Direct Communication Request message, e.g. UTC-based counter which is used in discovery. The MIC and the fresh information are transferred in the Direct Communication Request. If no PRUK is stored in the eRemote UE, the eRemote UE may use Ks(_ext)_NAF stored in the eRemote UE instead of the PRUK. The existing Ks(_ext)_NAF is generated during bootstrapping procedure when the eRemote UE communicating with the PKMF to acquire discovery security parameters. In this case B-TID/P-TID is associated with the Ks(_ext)_NAF and is used to identify the eRemote UE for the PKMF.

NOTE3: 
The MIC could be calculated as sub clause A.2 in TS 33.303[6] in which a new type of message type should be defined.

4a. The PKMF shall further check the MIC to authenticate the eRemote UE. The PRUK or the Ks(_ext)_NAF corresponding to PRUK ID or B-TID/P-TID respectively is retrieved by the PKMF.
4b. If the PKMF authenticates the eRemote UE successfully, it proceeds the following procedure as specified in 33.303[6] subclause 6.7.3.2.1.1 from 4b to 5b.


If the authentication of the eRemote UE fails, the PKMF shall send Key Response with error code. The eRelay UE rejects Direct Communication Request from the eRemote UE.

6.12.3
Evaluation



This solution proposes to reuse the one-to-one communication establishment mechanism defined in 33.303[6] between eRemote UE and eRelay UE. However, the existing solution doesn’t consider the case that eRemote UE is a UE with 3GPP subscription, and lacks of authentication to the eRemote UE. In which case, a rogue eRemote UE could eavesdrop a PRUK ID or IMSI from a legal eRemote UE, and try to establish the connection with an eRelay UE. This will make eRelay UE to interact with PKMF. The PKMF could not verify the eRemote UE only purely based on PRUK ID or IMSI. Until the eRelay UE checks the integrity of Direct Security Mode Complete message sent from the eRemote UE, the eRelay UE will know the eRemote UE is an illegal UE and refuse the service from the eRemote UE. If multiple rogue UEs as described above exits, they will waste the resource of the eRelay UE and prevent the eRelay UE to provide normal services. So it is necessary to authenticate the eRemote UE by the PKMF so as to avoid waste resource of the eRelay UE.
*************** END of Change ****************
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